Levels of Digital Preservation: A tool for mitigating technical digital preservation risks
The goal of this document is to provide a basic tool for helping organizations manage and mitigate digital preservation risks. This document does not deal with broader issues related to collection development practices, critical policy framework decisions, general issues involving staffing or particular workflows or life cycle issues. Those are all critical, and in many cases are handled quite well by existing work (like the OAIS model, and the TRAC and TDR standards).  
· This is useful for developing plans not a plan in itself: This is not a digital preservation cookbook, what we detail here is necessary but not sufficient for ensuring digital preservation. 
· These levels are non-judgmental: Organizations have different resources and as a result need to think about how to best allocate 

· Collection or System Level:  These levels function coherently with everything from individual case by case collection level decisions as well as questions about an entire centralized repository

· Content and system agnostic: This is only about generic issues, different kinds of content, and other materials are likely to have their own nuances but these levels and factors are generic enough that they apply to any digital preservation situation. 

	
	Level Zero
	Level One
	Level two
	Level three

	Number of Copies
	One additional complete copy in known location
	Three complete copies in known locations
	Three or more copies, of which one is a preservation copy.
	Three or more copies, of which two is a preservation copy

	File Fixity
	Check fixity on ingest if available from provider.
	Create fixity info it doesn't exist on ingest and check it on all ingests.
	Check fixity on all transactions (internal as well as ingest) and check fixity of sample files at fixed intervals.
	Audit fixity of all content at fixed intervals.

	Storage Media
	Might include offline media stored on shelf.
	Nearline or offline networked storage media
	Multiple modes of storage media (ex spinning disk and tape)
	

	Geographic locations
	
	Copies in multiple locations
	Copies in different geographic regions
	

	Information Security
	
	Control of who can edit and move copies
	Control of who can access the copies.
	

	Metadata
	
	Tracking system generated administrative metadata
	Use of recognized metadata standards
	Metadata to facilitate preservation activities over 

time

	File Formats
	
	Inventory of file formats
	Validation of file formats

Taking migration actions if critical need identified
	Doing file migrations or emulation


The first four categories, Number of Copies, File Fixity, Storage Media and Geographic locations, and information security are all primarily included to mitigate loss of bits and files. That is, at each level, these factors are calibrated to help mitigate risks of losing data. The metadata category is about mitigating the risk that you might have something and have no idea what it is. The file formats levels are about mitigating risks of having content, knowing what it is, and not being able to read or access it. These have been tiered in this fashion as the later risks only matter if you have at least started to manage the risks associated with the former. 
How to use this document: 

1. To make the case for need to haves first: We envision you holding this up and saying “why are we doing things in level three when we don’t have this thing in level Zero covered.” In this sense, it is a tool to have at hand to argue for mitigating the biggest risks. 
2. To double check resource allocation priorities: For any given collection of digital materials you should have everything in level one covered before thinking about the things in level two. 

3. To provide a place to start: Much of the existing guidance is all or nothing. At this point we have some solid ideas about what digital preservation is and a set of things we should be doing to make sure it is happening, but there isn’t much that suggests where you should start. We would suggest taking each of these levels as stepping stones that help you manage risks to digital content. 

Secondary uses:

1. To provide an introduction to risks we need to manage in digital preservation: Even if you know nothing about digital preservation, this document can serve as a point of entry into the field. These principles hold the same for a one person staff at a house museum or a massive staff at a national library.

2. To serve as a guide for professional development planning : If you are getting started in digital preservation we would suggest that the level one issues are all fundamentals and that the issues at later levels should be learned and mastered after those necessary to accomplish the lower levels. 

